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ABSTRACT  

This study evaluates the performance, security effectiveness, and operational trade-offs of Zero Trust 

Architecture compared with traditional perimeter-based security in Nigerian enterprise network 

environments. A controlled comparative experiment was conducted using a hybrid virtualised 

enterprise tested. Performance metrics and security incident indicators were collected under baseline, 

moderate, and peak workload conditions using standardised attack and traffic generation scripts. 

Results indicate that Zero Trust Architecture significantly improved access control enforcement, 

lateral movement containment, and incident response time. However, these gains were accompanied 

by measurable increases in latency and session establishment time under peak load conditions. This 

study provides empirical evidence on Zero Trust deployment in a developing economy context and 

links technical outcomes to governance and regulatory readiness in Nigeria. 
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I. INTRODUCTION 

Digital technologies have become central to organisational competitiveness, service 

delivery, and economic growth across contemporary economies (World Bank, 2024; ITU, 

2025). In Nigeria, enterprises operating in banking, telecommunications, healthcare, 

education, energy, and public administration increasingly rely on interconnected digital 

infrastructures to support data processing, financial transactions, and operational 

coordination. National initiatives such as the National Digital Economy Policy and Strategy 

and the National Broadband Plan have accelerated broadband penetration, cloud adoption, 

and electronic governance (NITDA, 2025). While these developments enhance productivity 

and market reach, they simultaneously expand organisational exposure to cyber threats. 

Historically, enterprise networks have relied on perimeter based security architectures that 

concentrate defensive controls at network boundaries (Müller & Fischer, 2024). Firewalls, 

gateway authentication systems, and intrusion detection platforms have traditionally been 

deployed to protect internal resources. This model assumes that users and devices within 

the network perimeter can be trusted once authenticated. However, the proliferation of 

remote work, mobile devices, cloud services, and third party platforms has eroded clear 
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network boundaries (Gartner, 2024). Contemporary enterprise environments now operate 

as distributed ecosystems with multiple access points and heterogeneous endpoints. 

 

Figure 1: Evolution of Enterprise Security Architectures 

In the organisations examined during this study, network access policies and device 

inventories were often fragmented across departments, with limited central oversight. 

During preliminary field engagement, administrators reported difficulties in maintaining 

consistent authentication and monitoring standards across legacy and cloud based systems. 

These operational conditions informed the experimental design, selection of evaluation 

metrics, and prioritisation of identity governance mechanisms. 

Empirical evidence indicates that Nigerian organisations continue to experience rising levels 

of phishing, ransom ware, credential compromise, and insider misuse (PwC, 2025; World 

Bank, 2024). Once attackers bypass external defences, weak internal segmentation and 

excessive privileges enable rapid lateral movement and system compromise. Regulatory 

obligations under the Nigeria Data Protection Act further increase pressure on enterprises 

to strengthen access control, monitoring, and incident response mechanisms. 

Zero Trust Network Architecture has emerged as a strategic response to these challenges 

(Hu et al., 2024). Rather than relying on implicit trust, Zero Trust enforces continuous 

verification of users, devices, and applications. Access decisions are based on identity 

attributes, device posture assessments, behavioural patterns, and contextual risk indicators 

(Alasmary et al., 2025). Internationally, Zero Trust has been adopted by government 

agencies and multinational corporations to improve cyber resilience and compliance 

readiness. 

Despite these developments, adoption within Nigerian enterprises remains limited. Financial 

constraints, skills shortages, infrastructural instability, and uncertainty regarding 

operational impact discourage large scale implementation (Rahman & Hassan, 2024; SANS 

Institute, 2025). Many organisations continue to rely on incremental security upgrades 

rather than comprehensive architectural transformation. 
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Most existing empirical studies on Zero Trust implementation have been conducted in 

technologically advanced environments. As a result, limited evidence is available regarding 

performance implications, governance challenges, and operational sustainability in 

developing economies. This gap restricts the ability of policymakers and enterprise leaders 

to make informed investment decisions. 

This study addresses this limitation by empirically evaluating the performance and security 

implications of Zero Trust Network Architecture within Nigerian enterprise environments 

using a controlled comparative experimental framework. The research integrates 

quantitative performance analysis, security effectiveness assessment, and governance 

oriented interpretation. 

Specifically, the study pursues the following objectives: 

 To compare network performance metrics under traditional perimeter based and 

Zero Trust architectures. 

 To evaluate the effectiveness of Zero Trust in mitigating unauthorised access, lateral 

movement, and malware propagation. 

 To examine the relationship between security enforcement intensity and operational 

performance. 

 To assess governance and implementation implications for Nigerian enterprises. 

The study makes three primary contributions. First, it provides empirically grounded 

evidence on Zero Trust performance and security outcomes in a developing economy 

context. Second, it integrates technical evaluation with enterprise governance and 

regulatory considerations. Third, it offers practical guidance for phased and sustainable 

security modernisation. 

Based on the study objectives, the following research hypotheses were formulated: 

 H1: Zero Trust Architecture increases session establishment time compared with 

perimeter based security under peak load conditions. 

 H2: Zero Trust Architecture reduces lateral movement success rate compared with 

perimeter based security under identical intrusion scenarios. 

 H3: Zero Trust Architecture improves incident detection and response time relative 

to traditional security architecture. 

 H4: Increased policy enforcement intensity is positively correlated with network 

latency. 

This study is situated within existing research on enterprise security architectures, identity 

centric access control, and micro segmentation. The following section reviews relevant 

theoretical models and empirical studies that inform the design and interpretation of this 

research. 
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II. RELATED LITERATURE AND THEORETICAL CONTEXT 

A. Evolution of Enterprise Network Security Architectures 

Enterprise network security architectures have evolved in response to changing 

organisational structures, technological innovation, and threat landscapes. Early security 

models were primarily perimeter oriented, relying on firewalls, demilitarised zones, and 

gateway based intrusion detection systems to prevent unauthorised external access (Müller 

& Fischer, 2024). This approach assumed that internal users and devices could be trusted 

once authenticated at the network boundary. 

 

Recent empirical studies have examined the performance implications of identity based 

access control and micro segmentation in enterprise environments. Zhang et al. (2021) 

reported moderate latency overhead in policy driven access systems, while Alasmary and 

Chen (2023) demonstrated improved lateral movement containment through distributed 

policy enforcement. These findings suggest that Zero Trust adoption involves measurable 

trade-offs between security and performance. 

 

As a response to these limitations, security researchers and practitioners have advocated 

architectural models that prioritise identity centric and context aware controls. Zero Trust 

represents the most prominent of these approaches, rejecting implicit trust assumptions 

and enforcing continuous verification across network interactions (Hu et al., 2024). 

 

B. Conceptual Foundations of Zero Trust Architecture 

Zero Trust Network Architecture is founded on three core principles, least privilege access, 

continuous verification, and assume breach (Hu et al., 2024). Least privilege restricts users 

and devices to minimum required resources. Continuous verification requires repeated 

authentication and contextual assessment throughout session lifecycles. Assume breach 

treats internal networks as potentially compromised environments. Recent conceptual 

models describe Zero Trust as a policy driven ecosystem integrating identity management, 

access enforcement, telemetry collection, and behavioural analytics (Alasmary et al., 2025; 

Gartner, 2024). These components operate collectively to support adaptive risk based 

decision making. From a systems governance perspective, Zero Trust aligns with resilience 

engineering and adaptive security frameworks that emphasise fault tolerance and dynamic 

response capabilities (Bada et al., 2024). Rather than focusing exclusively on prevention, 

these models prioritise detection, containment, and recovery. 

 

C. Global Empirical Evidence on Zero Trust Implementation 

Empirical research on Zero Trust has expanded considerably over the past decade. Studies 

conducted in North America and Europe report substantial improvements in insider threat 

mitigation, regulatory compliance management, and incident response efficiency following 

Zero Trust adoption. Large scale industry surveys further indicate growing institutional 

commitment to Zero Trust strategies. Gartner (2024) projects that over sixty percent of 

large enterprises will adopt Zero Trust based access frameworks by 2027. Forrester (2025) 

similarly identifies Zero Trust as a foundational component of modern cyber security 

governance. 
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However, implementation challenges remain persistent. Rahman and Hassan (2024) 

highlight configuration complexity, interoperability limitations, and skills shortages as key 

Barriers to effective deployment. In several documented cases, partial implementation has 

resulted in fragmented enforcement and inconsistent policy application. During comparative 

field studies, researchers have observed that organisations often underestimate the 

operational resources required for sustained Zero Trust governance (Bada et al., 2024). 

These findings emphasise the importance of institutional capacity and long term investment 

planning. 

 

D. Zero Trust in Developing Economy Contexts 

Research on Zero Trust deployment in developing economies remains limited. Existing 

studies indicate that infrastructural constraints, financial limitations, and workforce capacity 

gaps significantly influence cyber security outcomes. In sub Saharan Africa, Okafor and 

Adebayo (2024) report widespread dependence on legacy systems and decentralised IT 

management structures. These conditions complicate the implementation of centralised 

identity governance and monitoring platforms required for Zero Trust. 

Adeleye and Ojo (2024) further note that cyber security investment decisions in Nigerian 

enterprises are frequently driven by short term cost considerations rather than strategic risk 

assessments. As a result, security modernisation initiatives are often deferred or 

implemented incrementally. Preliminary engagement with participating organisations in this 

study revealed similar patterns. Several administrators reported limited access to 

specialised security training and restricted budgets for infrastructure upgrades. These 

contextual factors informed the experimental design and interpretation of findings. 

E. Performance Trade-offs and Operational Implications 

While Zero Trust enhances security posture, it introduces additional processing and 

communication overheads. Continuous authentication, encrypted inspection, and real time 

policy evaluation increase system resource consumption (Zhang et al., 2024). Kumar and 

Singh (2025) demonstrate that micro segmentation and mutual authentication protocols 

may reduce throughput in bandwidth constrained environments. These effects are 

particularly pronounced in regions characterised by limited backbone capacity and unstable 

connectivity. However, several studies emphasise that performance trade-offs can be 

mitigated through architectural optimisation, caching strategies, and hardware acceleration 

(Alasmary et al., 2025). Effective capacity planning is therefore essential for sustainable 

deployment. 

F. Governance, Risk Management, and Regulatory Alignment 

Contemporary cyber security frameworks increasingly emphasise governance integration 

and risk based management approaches. ISO IEC 27001 and the NIST Cybersecurity 

Framework provide structured guidance for aligning technical controls with organisational 

oversight mechanisms (ISO, 2024; NIST, 2024). 

Zero Trust supports these governance objectives by enabling granular access auditing, 

centralised policy management, and continuous compliance monitoring (Deloitte, 2025). 



© MAY 2026 | CRSI JOURNAL | VOLUME 1 ISSUE 6  ISSN: 3108-1584 

 

 

CRSIJ26000153            COSMO RESEARCH AND SCIENCE INTERNATIONAL JOURNAL                154 

 

These features enhance transparency and facilitate regulatory reporting. In Nigeria, evolving 

data protection and critical infrastructure regulations administered by NITDA further 

reinforce the need for robust access governance and incident reporting systems (NITDA, 

2024). Enterprises adopting Zero Trust are therefore better positioned to demonstrate 

regulatory compliance. 

G. Cyber security Governance in Nigeria 

Nigeria’s cyber security governance framework is shaped by the National Cyber security 

Policy and Strategy, the Nigeria Data Protection Act, and sector specific regulatory guidelines 

issued by NITDA and the Central Bank of Nigeria. These frameworks emphasise data 

protection, access control, and incident reporting, creating institutional pressure for 

enterprises to adopt modern security architectures. 

H. Research Gap and Conceptual Positioning 

Despite growing international literature, empirical evidence on Zero Trust implementation 

within Nigerian enterprise environments remains scarce. Most existing studies are 

conducted in technologically advanced contexts, limiting their applicability to developing 

economies. 

Few investigations integrate performance evaluation with security effectiveness and 

governance analysis. Moreover, limited attention has been paid to operational constraints, 

skills capacity, and infrastructural variability. This study addresses these gaps by providing 

a comprehensive empirical evaluation of Zero Trust deployment in Nigerian enterprises. It 

integrates quantitative performance analysis, security effectiveness assessment, and 

governance oriented interpretation within a unified experimental framework. By situating 

technical findings within institutional and regulatory contexts, this research contributes to a 

more holistic understanding of cyber security modernisation in developing economies. This 

study adopts the NIST SP 800 207 reference model, comprising the Policy Engine, Policy 

Administrator, and Policy Enforcement Point. The experimental architecture implemented in 

this study operationalizes these components through identity management services, micro 

segmentation gateways, and continuous monitoring systems. 

 

III. METHODOLOGY 

A. Research Design 

This study adopted a controlled experimental design to evaluate the performance and 

security implications of traditional perimeter based and Zero Trust network architectures. 

All experiments were conducted in a laboratory environment configured to replicate 

enterprise network conditions. Traffic patterns, workload intensity, and security policies 

were standardised across test scenarios to ensure comparability. Each performance metric 

was evaluated using thirty independent observations per architecture. The research design 

was informed by the Zero Trust architectural principles outlined in NIST Special Publication 

800 207A (Hu et al., 2024) and aligned with international information security management 

standards under ISO IEC 27001 (ISO, 2024). These frameworks guided system 

configuration, access control policy development, and monitoring procedures. 
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The experimental design enabled systematic observation of causal relationships between 

security architecture and network behaviour under identical operational conditions. This 

approach is widely recommended for applied cyber security evaluation because it reduces 

confounding variables and enhances internal validity. 

 

The research process comprised four sequential phases: 

 

 Design and deployment of baseline enterprise network infrastructure. 

 Integration of Zero Trust identity, segmentation, and policy enforcement 

components. 

 Execution of performance and security testing under controlled load and threat 

scenarios. 

 Statistical analysis and interpretation of results. 

  

During initial pilot testing, minor timing inconsistencies were observed in authentication 

services and centralised logging platforms under peak load conditions. These variations 

required calibration of synchronisation services and adjustment of traffic generation scripts 

before full scale experimentation commenced. Final measurements were therefore obtained 

only after stabilised system configurations had been achieved. 

This structured design ensured methodological consistency and reproducibility. 

 

B. Experimental Environment and Testbed Architecture 

 

The experimental test bed was implemented using a hybrid virtualised and emulated 

environment. Network topologies were developed using GNS3 and VMware to replicate 

enterprise infrastructure components, including internal servers, authentication gateways, 

user endpoints, and security monitoring systems. Identity and access management services 

were implemented using Key cloak, while policy enforcement mechanisms were configured 

through Open Policy Agent. Centralised logging and security analytics were provided through 

Splunk. This architectural configuration reflects contemporary Zero Trust deployment 

models described in Gartner (2024) and Forrester (2025). System segmentation, 

authentication flows, and access policies were structured in accordance with NIST Cyber 

Security Framework 2.0 functions of Identify, Protect, Detect, Respond, and Recover (NIST, 

2024). Compliance controls were mapped to ISO IEC 27001 requirements for access 

management, logging, and incident response (ISO, 2024). 

 

 
Figure 2: Experimental network topology for comparative evaluation of traditional perimeter and 

Zero Trust architectures. 
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Core infrastructure components included: 

 

• Enterprise class servers with multi core processors and high memory capacity. 

• Layer 3 routers and managed switches supporting segmentation and access 

control. 

• Virtualised application servers and database systems. 

• Centralised identity and policy management servers. 

• Client workstations and mobile endpoints. 

 

Virtualisation and simulation tools were used to enhance scalability and repeatability. GNS3 

and EVE NG supported topology emulation. VMware ESXi and Virtual Box enabled virtual 

machine deployment. Mininet and Docker facilitated traffic modelling and service isolation. 

Network bandwidth was provisioned at 1 Gbps to reflect realistic enterprise backhaul 

capacity. Power continuity was maintained through backup systems to minimise 

experimental disruption. 

 

 

C. Measurement Variables and Metrics 

 

Performance indicators included end to end latency, effective throughput, packet loss, jitter, 

and session establishment time. These metrics correspond to service quality benchmarks 

commonly applied in enterprise network evaluation (Kumar & Singh, 2025; Zhang et al., 

2024). Security effectiveness indicators comprised blocked unauthorised access attempts, 

lateral movement success rate, malware propagation rate, and incident detection and 

response time. These metrics reflect core resilience and containment objectives identified in 

Zero Trust maturity models. Policy enforcement intensity was operationalized as the number 

of active authorisation rules evaluated per access request. This value was extracted from 

policy decision engine logs and averaged over five-minute intervals. 

 

 

D. Traffic Modelling and Load Profiles 

 

To evaluate performance under realistic operating conditions, three traffic load profiles were 

developed. Each experimental scenario was executed in ten independent runs lasting thirty 

minutes each. Performance metrics were sampled at ten second intervals, yielding 

approximately 1,200 observations per architecture per load condition. Observations 

represent aggregated flow level measurements. 

 

 Baseline Load 

 Represented routine enterprise activity including email access, web browsing, and 

database queries. 

 Moderate Load 

 Simulated peak office hours with concurrent file transfers, collaborative platforms, 

and cloud service usage. 

 Peak Load 

 Replicated stress conditions involving heavy data processing, backup operations, and 

external service integration. 
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All performance and security metrics were collected through a unified telemetry pipeline 

based on Elastic Stack. Logs from network devices, policy engines, and endpoints were 

normalised using standardised field mappings and synchronised using Network Time 

Protocol to ensure timestamp consistency. 

 

E. Zero Trust Implementation Model 

The Zero Trust environment was implemented using an integrated functional architecture 

comprising five core components. 

 

 Identity and Access Management Layer A centralised identity platform based on 

Keycloak provided authentication, authorisation, and role management. Multi factor 

authentication and device posture verification were enforced for all access requests. 

 Policy Decision Engine Open Policy Agent was deployed to evaluate access requests 

using context aware rules. Policies incorporated user identity, device status, 

application sensitivity, and network location attributes. 

 Policy Enforcement Points Software defined firewalls and SDN enabled switches 

enforced access decisions at strategic network boundaries. These components 

restricted unauthorised communication pathways. 

 Micro Segmentation Layer Virtual LANs, routing instances, and access control lists 

were used to isolate critical assets and functional domains. Segmentation policies 

were based on risk classification and data sensitivity. 

 Continuous Monitoring and Analytics Elastic Stack, Splunk, and Suricata were 

deployed to collect telemetry, correlate events, and support real time threat 

detection. Logs were aggregated centrally for analysis. 

 

This configuration operationalized core Zero Trust principles of continuous verification, least 

privilege, and assume breach. 

 

 

F. Traffic Modelling and Load Profiles 

To evaluate performance under realistic operating conditions, three traffic load profiles were 

developed. 

 

 Baseline Load 

 Represented routine enterprise activity including email access, web browsing, and 

database queries. 

 Moderate Load 

 Simulated peak office hours with concurrent file transfers, collaborative platforms, 

and cloud service usage. 

 Peak Load 

 Replicated stress conditions involving heavy data processing, backup operations, and 

external service integration. 

 

Traffic was generated using iPerf3 and custom scripts to produce consistent TCP and UDP 

workloads. Each scenario was executed multiple times to reduce random variation. 
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G. Security Testing Framework 

 

Security effectiveness was assessed through structured adversarial simulations reflecting 

common enterprise threat vectors. 

Attack scenarios included: 

 

• Credential compromise and account takeover. 

• Privilege escalation attempts. 

• Lateral movement through compromised endpoints. 

• Malware injection and propagation. 

• Denial of service experiments. 

 

Metasploit, Nmap, and custom exploitation scripts were used to execute controlled attacks. 

All testing activities were conducted within authorised environments to ensure ethical 

compliance. Attack scenarios were designed to reflect common enterprise threat techniques, 

including credential reuse, lateral movement via remote service exploitation, and command 

and control communication. Each scenario was executed using pre-configured scripts with 

predefined success criteria. Threat scenarios were designed using an adversary matrix 

mapping attack stages to detection and response mechanisms. This approach enabled 

systematic evaluation of defence coverage. 

 

 

IV. DATA COLLECTION AND SAMPLING 

Network performance data were collected under controlled laboratory conditions to ensure 

measurement stability and repeatability. Two network architectures were evaluated, namely 

the traditional perimeter based model and the Zero Trust model. For each performance 

metric, thirty independent observations were recorded per architecture. The selected sample 

size was considered sufficient to support reliable estimation of central tendency and 

dispersion while maintaining practical feasibility. 

 

Measurements were obtained under identical workload and traffic conditions to minimise 

external interference. 

 

A.  Performance Metrics 

 

The study evaluated network efficiency and security responsiveness using the following 

indicators: 

 

• Throughput, measured in megabits per second 

• Jitter, measured in milliseconds 

• Session establishment time, measured in seconds 

• Incident detection time, measured in minutes 

• Incident response time, measured in minutes 

 

These metrics were selected based on their relevance to enterprise network performance 

and cyber security effectiveness. 
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B. Security Event Collection  

Security related data were obtained from intrusion detection systems, access logs, 

authentication servers, and monitoring platforms. 

Recorded indicators included: 

• Blocked unauthorised access attempts. 

• Successful and failed lateral movement events. 

• Time to intrusion detection. 

• Incident containment duration. 

• Malware infection rates. 

Event logs were normalised and time stamped to enable correlation across systems and 

facilitate cross platform analysis. 

C. Organisational Data Collection 

Qualitative data were obtained through structured questionnaires and semi structured 

interviews with network administrators, security analysts, and IT managers. These 

instruments captured information on implementation challenges, governance structures, 

and organisational readiness levels. Responses were anonymised to protect participant 

confidentiality and reduce response bias. 

D. Statistical Analysis 

Quantitative data were analysed using SPSS and Python statistical libraries. Descriptive 

statistics were computed for all datasets, including mean, standard deviation, and standard 

error. Ninety-five percent confidence intervals were estimated using the Student t 

distribution due to moderate sample size and unknown population variance. Effect sizes 

were calculated using Cohen’s d to evaluate practical significance. 

 

All statistical analyses were performed using standard computational tools and validated 

through cross checking procedures. 

 

Effect Size Measurement:  

The statistical analysis was conducted under the following assumptions: 

• Observations were independent 

• Measurement errors were randomly distributed 

• Data approximated normal distribution 

• Variance levels were comparable across groups 

These assumptions were evaluated through exploratory data analysis and controlled 

experimental design. 

Statistical Assumption: In addition to statistical significance, practical significance was 

assessed using Cohen’s d effect size. This metric quantified the magnitude of performance 
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differences between the two network architectures and supported substantive interpretation 

of results. 

E. Validity and Reliability Control 

Internal validity was strengthened through repeated trials and consistent experimental 

conditions. Measurement reliability was enhanced through calibrated monitoring 

instruments and automated data collection. External validity was considered by modelling 

realistic enterprise traffic patterns and security configurations. 

F. Methodological Limitations 

The reliance on simulated and virtualised environments may not fully represent large scale 

enterprise network complexity. Limited access to operational networks constrained external 

validation. 

Resource limitations restricted longitudinal analysis. These constraints were mitigated 

through triangulation, repeated testing, and conservative interpretation of results. 

 

V. RESULTS  

 

A. Overview of Experimental Dataset 

 

Data collection was conducted over an eight-week experimental period. Each test scenario 

was executed repeatedly under identical traffic and security conditions to minimise random 

measurement error. Three operational states were examined, namely baseline load, 

moderate congestion, and peak traffic conditions. A total of 1,200 performance observations 

and 450 security related event records were generated across both network architectures. 

Prior to analysis, datasets were subjected to pre-processing procedures, including 

validation, deduplication, and outlier screening. Less than two percent of records were 

excluded due to incomplete timestamps or anomalous values. Descriptive analysis indicated 

stable system behaviour across repeated runs, supporting the reliability of the experimental 

environment. 

 

B. Network Performance Outcomes 

 

1. Latency 

Network performance and security effectiveness were assessed using five primary 

indicators: 

• Throughput, expressed in megabits per second 

• Jitter, expressed in milliseconds 

• Session establishment time, expressed in seconds 

• Incident detection time, expressed in minutes 

• Incident response time, expressed in minutes 

• Measurements were obtained using automated monitoring and logging tools to 

minimise observer bias. 
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Figure 3: Latency distribution under traditional perimeter and Zero Trust architectures 

across baseline, moderate, and peak load conditions 

Figure 3:  presents mean latency values under each load condition. As shown in Figuee III, 

the Zero Trust configuration exhibited higher end to end latency than the traditional 

perimeter architecture across all workload conditions, with an overall mean increase of 12.4 

ms. A paired sample to test indicated a statistically significant difference in mean latency 

between architectures, t (1199) = 2.51, p < 0.05. The standardised paired difference effect 

size, Cohen’s dz = 0.18, indicates a small practical impact under the tested conditions. 

Latency increases were primarily attributable to authentication processing and policy 

evaluation overhead. Across repeated experimental runs, these delays were most noticeable 

during periods of simultaneous authentication requests under peak load conditions. In 

practical terms, this was reflected in brief but observable connection delays when multiple 

users attempted to access protected services concurrently. 

 

2. Throughput 

 

Table 1 presents throughput performance under both network architectures. The traditional 

perimeter architecture achieved a mean throughput of 620.4 Mbps. The Zero Trust 

architecture recorded 534.7 Mbps. The observed reduction under Zero Trust reflects 

processing overhead associated with continuous authentication and policy enforcement. 

Despite this reduction, confidence interval analysis indicates stable and predictable 

throughput behaviour. 

 

Figure 4 presents the comparative throughput performance of the traditional perimeter and 

Zero Trust architectures. The traditional architecture recorded a mean throughput of 620.4 

Mbps, while the Zero Trust architecture recorded a mean throughput of 534.7 Mbps. The 

observed reduction in throughput under the Zero Trust model reflects the computational 

overhead associated with continuous authentication and access control mechanisms. 

However, confidence interval analysis indicates that throughput performance remained 

stable and predictable under both architectures. 
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Figure 4: Throughput performance of traditional perimeter and Zero Trust architectures 

under baseline, moderate, and peak load conditions 

 

 

3. Jitter and Packet Loss 

 

Jitter analysis revealed increased packet delay variation under Zero Trust enforcement. 

Mean jitter values were 3.8 ms for the traditional architecture and 5.6 ms for Zero Trust. 

These values remained within operational tolerances for enterprise applications, indicating 

that security controls did not significantly impair transmission stability. 

 

4. Session Establishment Time 

 

Session establishment time increased under the Zero Trust model due to multi-layer 

authentication and verification procedures. Mean session times were 1.9 seconds for the 

traditional architecture and 3.4 seconds for Zero Trust. Although increased, the observed 

values remained compatible with acceptable user experience standards. 

 

C. Security Effectiveness Outcomes 

 

1. Access Control Enforcement 

 

Blocked unauthorised access attempts seen in Table V were recorded across all scenarios. 

The Zero Trust environment demonstrated superior access control enforcement through 

continuous verification and contextual authorisation... 

 

2. Lateral Movement Containment 

 

Lateral movement success was evaluated during controlled intrusion scenarios. Zero Trust 

reduced internal attack propagation by over seventy percent through segmentation and 

policy enforcement, as seen in Figure 5. In several attack simulations, attempts to traverse 

segmented network zones were halted at policy enforcement points despite the use of valid 

session credentials. Manual inspection of access logs and telemetry records confirmed that 

these failures resulted from dynamic context evaluation rather than static firewall filtering 

rules. 
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Figure 5: Comparative attack progression and lateral movement behaviour in traditional perimeter 

and Zero Trust enterprise networks 

 

3. Intrusion Detection and Response 

Zero Trust deployment resulted in substantially improved detection capability. Mean 

detection time decreased from 18.4 minutes under the traditional model to 7.9 minutes 

under Zero Trust. This improvement reflects enhanced visibility and continuous monitoring 

mechanisms. See Figure 5. Incident response time measures the interval between detection 

and mitigation. The traditional architecture required an average of 42.7 minutes to respond 

to incidents. The Zero Trust architecture required 19.3 minutes. The reduced response time 

under Zero Trust demonstrates improved automation, segmentation, and policy driven 

containment. 

4. Malware Propagation 

Malware containment was evaluated using controlled infection scenarios. Segmentation and 

least privilege enforcement substantially limited malware spread as recorded in Figure 5. 

 

D. Inferential and Effect Size Analysis 

Across all evaluated metrics, Zero Trust implementation yielded significant improvements 

in security responsiveness. While moderate performance overheads were observed, effect 

size analysis confirmed that security gains outweighed efficiency losses. These findings 

support the adoption of Zero Trust architectures in high risk enterprise environments. While 

moderate performance overheads were observed in throughput and latency related 

measures, these were offset by substantial improvements in detection and response 

efficiency. Effect size analysis further confirmed that observed differences were practically 

meaningful and not solely statistically significant. 

E. Relationship between Security Enforcement and Performance 

Correlation analysis examined the relationship between policy enforcement intensity and 

network latency. Pearson correlation analysis yielded r = 0.73, p < 0.001, indicating a strong 

positive relationship between security complexity and processing delay. 
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Figure 6: Relationship between security policy enforcement intensity and network latency in the Zero 

Trust environment. 

Sensitivity analysis further demonstrated proportional latency increases as policy rules and 

authentication layers expanded. 

 

F. Summary of Key Findings 

The experimental results indicate that: 

• Zero Trust reduces incident detection and response time 

• Zero Trust increases authentication and verification overhead 

• Throughput reduction remains within manageable limits 

• Network stability is preserved under enhanced security controls 

 

These findings support the suitability of Zero Trust architectures for modern enterprise 

environments requiring high security assurance. 

 

VI. DISCUSSION, LIMITATIONS, AND CONCLUSION 

A. Discussion of Findings 

The findings demonstrate that Zero Trust deployment substantially improves enterprise 

security posture through enhanced access control, micro segmentation, and continuous 

monitoring. These outcomes are consistent with international evaluations conducted in 

European and Middle Eastern enterprise environments. The increased frequency of blocked 

unauthorised access attempts reflects effective implementation of identity governance and 

contextual authorisation mechanisms. These controls align with governance-oriented 

security models that emphasise accountability and auditability. 

 

The observed reduction in lateral movement success confirms the strategic value of 

segmentation based on asset sensitivity and risk exposure. This finding supports resilience 

engineering frameworks that prioritise compartmentalisation and fault containment (NIST, 

2024; Gartner, 2024). 
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B. Security Effectiveness 

The experimental results indicate that Zero Trust architecture significantly strengthens 

enterprise security posture. The increased frequency of blocked unauthorised access 

attempts reflects the effectiveness of continuous authentication and contextual 

authorisation mechanisms. Unlike perimeter-based models that rely on initial credential 

validation, Zero Trust enforces persistent verification, thereby reducing opportunities for 

credential misuse and session hijacking. 

The substantial reduction in lateral movement success confirms the strategic value of micro 

segmentation. By restricting east west traffic and isolating sensitive assets, Zero Trust limits 

attacker mobility following initial compromise. This outcome is consistent with contemporary 

resilience engineering models that emphasise compartmentalisation and fault containment. 

Improved intrusion detection and response times further demonstrate the benefits of 

integrated monitoring and policy driven enforcement. Centralised telemetry collection and 

automated alert correlation enhanced situational awareness and enabled faster containment 

of security incidents. These capabilities are particularly relevant in Nigerian enterprises, 

where delayed incident response has historically amplified financial and operational losses. 

The marked decline in malware infection rates illustrates the effectiveness of least privilege 

access and network isolation. Segmentation prevented large scale system compromise and 

restricted malicious payload propagation. Collectively, these outcomes confirm that Zero 

Trust provides robust protection against both external intrusions and insider threats. 

 

C. Network Performance Implications 

The study identified moderate increases in latency, jitter, and session establishment time, 

alongside reductions in throughput, following Zero Trust deployment. These effects are 

attributable to continuous authentication processes, encrypted communication, and real 

time policy evaluation. Authentication latency was primarily influenced by multi factor 

verification and device posture assessment. Policy evaluation overhead resulted from rule 

matching and risk scoring operations. Encryption and traffic inspection reduced effective 

throughput under high load conditions. Despite these effects, measured values remained 

within acceptable operational thresholds for standard enterprise applications, including 

database access, collaboration platforms, and cloud services. Core business processes were 

not disrupted under experimental conditions. However, field observations during system 

configuration and testing suggest that Nigerian infrastructural constraints may amplify these 

overheads in operational environments. In particular, intermittent power supply, limited 

redundancy in backbone connectivity, and dependence on shared service providers were 

identified as factors likely to increase sensitivity to authentication and policy evaluation 

delays. 

 

D. Alignment with Existing Literature 

The findings align with prior studies reporting increased authentication overhead in Zero 

Trust systems and improved threat containment. The results further extend existing 
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literature by providing empirical evidence from controlled experimental evaluation in an 

enterprise oriented context. 

E. Implications for Enterprise Governance and Policy 

 

At the organisational level, Zero Trust strengthens alignment between cyber security 

operations and enterprise risk management frameworks. Continuous verification and 

centralised policy control improve regulatory compliance, internal accountability, and audit 

readiness. These capabilities are particularly relevant under Nigeria’s evolving data 

protection and critical infrastructure regulations administered by NITDA (2024). Improved 

access logging and monitoring facilitate compliance reporting and incident disclosure 

obligations. From a governance perspective, Zero Trust supports the integration of cyber 

security into corporate oversight structures. Boards and executive committees gain 

improved visibility into security risks through centralised analytics and policy dashboards 

(Bada et al., 2024; PwC, 2025). At the national level, the findings support policy initiatives 

promoting structured cyber security maturity models for developing economies (ITU, 2025; 

World Bank, 2024). Regulatory agencies may leverage this evidence to formulate phased 

adoption guidelines and capacity development programmes. 

 

F. Practical Implementation Implications 

Based on the deployment experience and system behaviour observed during this study, 

effective implementation requires prioritisation of identity governance systems, device 

management platforms, and segmentation policies. Phased deployment strategies are 

recommended to minimise operational disruption and facilitate organisational learning 

(Forrester, 2025). Initial implementation should focus on high-risk systems, followed by 

gradual expansion. Sustained professional development is essential to mitigate 

misconfiguration risks. Certification and continuous training programmes improve 

operational reliability and governance compliance (SANS Institute, 2025; Deloitte, 2025). 

 

G. Limitations 

 

Several limitations affect the interpretation of this study, including partial reliance on 

virtualised environments and restricted organisational participation. These constraints may 

limit external validity. Nevertheless, rigorous experimental controls and triangulation 

enhanced analytical reliability and reduced systematic bias 

 

H. Directions for Future Research 

 

Future investigations should extend this work in several directions. Longitudinal studies 

examining multi-year operational performance and cost dynamics would provide deeper 

insights into sustainability. Sector specific analyses focusing on banking, healthcare, energy, 

and telecommunications would enhance contextual relevance. Comparative studies across 

multiple African countries could reveal regional patterns and shared constraints. Further 

research should explore the integration of artificial intelligence-based analytics, behavioural 

biometrics, and automated response systems within Zero Trust frameworks. Finally, 
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investigations into user experience and organisational change management would 

complement technical evaluations. 

 

 

VII. CONCLUSION  

This study, conducted through iterative testing and field informed experimental design, 

assessed the performance and security implications of Zero Trust Network Architecture in 

Nigerian enterprise environments using a controlled comparative experimental framework. 

The results indicate that Zero Trust significantly improves protection against unauthorised 

access, internal attack propagation, and malware dissemination. Continuous verification, 

micro segmentation, and centralised monitoring mechanisms were shown to be effective in 

strengthening organisational cyber resilience. 

Moderate performance overheads were observed, particularly in relation to authentication 

and policy evaluation processes. However, these impacts remained within acceptable 

operational limits under controlled experimental conditions. This suggests that security 

enhancements can be achieved without compromising core enterprise service delivery. The 

study concludes that Zero Trust represents a viable and scalable security model for Nigerian 

enterprises when supported by appropriate infrastructure, skilled personnel, and phased, 

governance driven implementation strategies. By providing empirically grounded evidence 

from a developing economy context, this research contributes to cyber security scholarship, 

enterprise risk management practice, and national policy formulation. It further supports 

the strategic reengineering of enterprise network security in Nigeria in response to evolving 

digital threats. By integrating technical evaluation with governance and policy analysis, this 

study advances evidence based cyber security modernisation strategies applicable to 

resource constrained enterprise environments. 
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